
Synergetic Remote Access
The Synergetic Remote Access system is based on Screen Connect. The system is installed locally on our server network and provides quick,
reliable and secure access to client servers and workstations.

What are the benefits?

Enable Synergetic staff to quickly respond to issues resulting in faster resolution.
Synergetic staff are able to remotely access client workstations directly to view issues first hand and assist immediately if possible.
Synergetic staff are be able to show their workstation screens to clients during a session.
Securely transfer files between Synergetic and client workstations or servers.
Complete audit trail of who accessed what server and when. 

How does it work?

The system is comprised of three parts.

Synergetic staff workstation used to control the remote access session.
Client workstation or server that will be accessed remotely.
Remote access server that is located at our office that controls the session access.

Client Server Access – During the server installation, Synergetic staff will install a small application on the server. The application will connect to
our remote access server and provide a link which will allow Synergetic staff to connect. The server connection sends a tiny ‘keep alive’ packet
every minute or so when not in use.

Client Workstation Access - Synergetic staff will send an email invitation or set up a ‘code’ which is used to initiate a remote access session.
After clicking on the link in the email or entering the code into the Synergetic Remote Access website, a small application will be downloaded and
executed on the client’s workstation. The remote access session will then begin. After the session has ended, the application is removed
automatically. There is no permanent software installed on the client workstation.

What are the costs?

Synergetic is providing this service to clients at no cost. There is no installation, on-going maintenance or support costs passed on to clients.

Is it secure?

All communications are sent directly between client workstations or servers and our remote access server. Data is never through third
party routers or servers.
All sessions are encrypted with 256 bit AES encryption.
Uses standard HTTPS connections. No additional ports need to be opened. Some firewalls may need additional configuration to pass
through.
Provides direct remote access to client workstations or servers hosting Synergetic. No need to open access to your entire network unlike
VPN.
Access to the servers can be easily controlled by disabling and enabling the ‘CDA’ or ‘synergetic’ account if you wish.
Remote access service can be completely disabled via scripts requiring Synergetic staff to contact client IT staff to enable before
accessing the server.

What about our current connection software?

The remote access system can work alongside your existing VPN connection. There is no requirement to replace your existing remote access
system.
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